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SYSTEMS, METHODS, AND COMPUTER PROGRAM PRODUCTS FOR

ACCELERATED DYNAMIC PROTECTION OF DATA

5

BACKGROUND OF THE INVENTION

I. Field of the Invention

iO The present invention relates generally to encryption systems, and more

particularly to data encryption systems, methods, and computer program products for

accelerated encryption and decryption of a data element using both static encryption and

dynamic encryption.

15 2. Description of the Background Art

Data, such as audio and video data, is typically transmitted from an initiating

computer system to a data server computer system and is then transmitted to a client

computer system. In order to protect the data from theft or improper access, the data may

20 be transmitted in an encrypted form and may be stored on a computer system in an

encrypted form. It is desirable to protect data with strong encryption. Static encryption

may be implemented as strong encryption.

It will be appreciated by those skilled in the art that data encrypted with a static

25 key that retains the same value during the transmission and storage of the data is

statically encrypted data. For example, when data is encrypted at the initiating computer

system, transmitted to the server system, and then transmitted to the client computer

system before decryption, the data may be referred to as statically encrypted data. Such

static encryption provides end-to-end security between the initiating computer system and

30 the client computer system. Static encryption is limited since it requires significant
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computer resources to process and it is therefore difficult to rapidly change the static

encryption key if necessary, especially for large data collections.

It will be appreciated by those skilled in the art that dynamic encryption

5 transformations are performed with a key whose value is typically assigned on a per-use

basis and may be rapidly changed during transmission or storage operations associated

with the data. In the past, the initiating computer system encrypted the data before

transmitting the data on to the data server. Then the data server decrypted the data and

dynamically assigned a protected key. The data server then encrypted the data with the

10 new dynamic key prior to further transmission of the data thereby enabling encryption on

a per-use basis. For example, when a client computer system requests data the data

server may encrypt the data, using a client-specific encryption key, and then transmit the

data to the client computer system. Dynamic encryption is typically used to transmit data

over the Internet by techniques such as the Secure Sockets Layer (SSL). Dynamic

15 encryption is limited as it consumes significant computer resources since the dynamic

encryption is performed each time the dynamic key is changed. Further, dynamic

encryption is typically implemented as weak encryption and may not provide strong

protection of the data.

20 Transmission of digital data, such as audio or video data, from the initiating

computer system that is managed by a content provider to the data server, and then to the

client computer system typically includes static encryption generated by the initiating

computer system. If the content provider has a high degree of trust in the security of the

data server the data may be decrypted and stored at the data server, and re-encrypted only

25 when transmission to the client computer system is imminent.

Decryption of the interim data is inefficient. Since the content provider seeks to

maintain control of the static key, decryption by the server system is limited to trusted

intermediary data servers that the content provider has allowed to have access to the

30 content provider's static key and to the decrypted data. Decryption eliminates end-to-end

security since the data has been decrypted on an intermediate data server computer
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system prior to transmission to the client computer system. It will be appreciated by

those skilled in the art that decryption and re-encryption may also occur on a trusted

client computer system.

5 Typically, the data server is responsible for protecting and transmitting a large

amount of digital data and therefore efficient encryption is required. The constraints of

efficient encryption and the inefficiency of interim decryption often limit dynamic

encryption to weak encryption, which typically does not provide sufficient protection for

the data. Static encryption does not support rapid change of the encryption key,

10 especially for large data collections, and therefore limits the protection of digital data.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide accelerated data

15 encryption systems, methods, and computer program products that sufficiently protect a

data element.

It is another object of the invention to encrypt and to decrypt the data element

using both a static key and a dynamic key.

20

It is another object of the invention to transmit secure data without decrypting

statically encrypted data prior to dynamic encryption of the data.

It is another object of the invention to rapidly change the dynamic encryption key

25 used by the data server computer system if protection of the data may be compromised.

It is another object of the invention to enable stronger dynamic encryption than in

the past.

30 It is another object of the invention to maintain end-to-end protection of the data.

STL920000116US1 3



Expiess Mail Label #• EK526325422US

It is another object of the invention to eliminate the need for trusted computer

systems, such as trusted data servers, to transmit the secure data.

This and other objects are provided according to the present invention by

5 encryption systems, methods, and computer program products that encrypt and decrypt a

data element using both a static key and a dynamic key.

In particular, according to the present invention, data is encrypted with a static

key, typically on an initiating computer system as may be used by a content provider,

10 such as a publisher. Then data is further encrypted with a dynamic key. The static key

and the dynamic key are both used to decrypt the data, typically on a client computer

system. The present invention novelly maintains information about the state of the data,

so that if a portion of the data is lost or corrupted, the data can be repaired and decryption

can continue without retransmission of the data. Therefore, the present invention

15 eliminates the need for decryption prior to dynamic encryption since the state of the data

is known throughout the encryption and decryption process. In the preferred embodiment

of the present invention the dynamic encryption is performed by the data server computer

system. In an alternate embodiment, both static encryption and dynamic encryption

operations occur on the initiating computer system.

20

Content publishing, such as the delivery of audio or video digital data, often

requires protection of the data while stored on computer systems, while transmitted over

networks, and while stored on end-user computer systems, such as client computer

systems. Therefore, encryption of data often occurs during content publishing. Typically

25 the content publisher hosts data on an initiating computer system and transfers the data to

a data server computer system. The data is then transferred to the client computer

system, typically upon request from the client computer system via Internet access.

Encryption at the content publisher site is typically static encryption and uses a static key.

Static encryption does not reflect dynamic encryption transformations that require a

30 dynamic key that is often specific to the client computer system or even to a user having

access to the client computer system. Therefore, it is difficult to rapidly change the
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encryption key if necessary, especially for large data collections. Those skilled in the art

will appreciate that static encryption may be performed by using multiple static keys.

The data server may require additional protection for the data prior to data

5 transmission to client computer systems. Also, introduction of data server identification

information such as watermarks may be required prior to transmitting the data to the

client computer system. Therefore, in the past the data was typically decrypted and

subsequently dynamically encrypted prior to transmission to the client computer system.

The present invention novelly eliminates decryption of the data on the data server and

10 subsequent re-encryption of the data using a dynamic key that is often a user-specific

key. Thereby the present invention improves the efficiency of encryption of the data by

eliminating decryption of the statically encrypted data while incorporating the advantages

of a dynamic key such as enabling rapid change of the dynamic key.

15 A dynamic encryption key may be established by a computer system and then

communicated to both the data server and to the client computer system. For example,

upon a request for data from a specific client computer system a unique encryption key

may be transmitted, typically from the data server, and used during the specific

transmission of encrypted data. Alternately the dynamic encryption key may be an

20 asymmetric key configuration having a public key that is distributed widely and a private

key that is protected. The public key is used for encryption and the private key is used

for decryption.

It will be appreciated by those skilled in the art that the static key is typically used

25 to encrypt the data element using strong encryption. The phrase ^'strong encryption" will

be used herein to refer to encryption operations that ensure robust protection of the data

but require extensive computer resources and are unsuited to applications that require

rapid response. Block encryption is an example of strong encryption.

30 The dynamic key is typically shared between the data server and the client

computer system or between the initiating computer system and the client computer
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system. Dynamic encryption operations may be labeled "weak encryption/' The present

invention novelly enables stronger dynamic encryption than in the past. More

particularly, since the dynamic encryption is performed on the data that has been

transformed by static encryption and according to the present invention intermediate

5 decryption is eliminated; computer system resources used in the past for intermediate

decryption may be applied to strengthening dynamic encryption operations.

Typically, content publishers maintain control of encrypted data throughout

transmission of the data by only distributing key information to trusted systems.

10 Operating a trusted system is difficult in that access to the system and to information on

the system must be monitored to ensure the security of the data is not compromised. In

the present embodiment if the data server performs dynamic encryption, decryption of the

statically encrypted data is not required. Therefore, the data server may be untrusted

since the data remains protected by encryption while being manipulated by the data

1 5 server.

In one embodiment of the present invention decryption is performed on the client

computer system. Decrypting the data associated with dynamic encryption may require

either software or hardware transformations, depending on the amount of computer

20 resources required.

Other aspects and advantages of the present invention will become apparent from

the following detailed description, taken in conjunction with the accompanying drawings,

illustrating by way of example the principles of the invention.
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BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to the drawings in which like reference numbers represent

5 corresponding parts throughout:

Figure 1 is a block diagram that illustrates the preferred embodiment of the present

invention;

Figure 2 is a block diagram that illustrates an alternate embodiment of the present

invention;

10 Figure 3 is a block diagram that illustrates yet another embodiment of the present

invention;

Figure 4 is a block diagram that illustrates an example of the data transmission;

Figure 5 is a flow diagram that illustrates the method of accelerated dynamic protection

of data;

15 Figure 5A is a flow diagram that illustrates the method of initialization;

Figure 5B is a flow diagram that illustrates the method of encrypting the data;

Figure 5C is a flow diagram that illustrates the method of decrypting the data; and

Figure 6 is a block diagram that illustrates the elements associated with the method of

initialization.

20

DETAILED DESCRIPTION OF THE INVENTION

As shown in the drawings and for purposes of illustration, the present invention is

embodied in a novel system, method, and computer product that accelerates encryption

25 and decryption of a data element using both a static key and a dynamic key. It is to be

understood that other embodiments may be utilized and structural and functional changes

may be made without departing from the scope of the present invention. Existing

encryption and decryption systems have not been able to provide sufficient protection for

data during transmission between computer systems while performing in a sufficiently

30 efficient manner. Features such as maintaining end-to-end security and enabling rapid

alteration of the encryption key have not successfully operated together in the past.

STL920000ii6USl 7



Expiess Mai! Label # EK52632f)422US

Typically a static key is used to encrypt data so that the data may be securely

transmitted between computer systems. Often a dynamic key is subsequently used to

encrypt the data during intermediate data transmission operations typically performed by

5 a data server. In the past many encryption implementations have existed that used

various combinations of static and dynamic keys. Other past implementations used only

static keys, only dynamic keys, and completely private keys. It will be appreciated that

the encryption implementations described herein are used to fully describe the present

invention and do not limit the type of encryption implementations that may be used to

10 practice the present invention.

The present invention novelly eliminates decryption of the data prior to

encryption with the dynamic key. Therefore the present invention operates more

efficiently than encryption operations in the past and can apply the saved computer

15 resources to enabling stronger dynamic encryption than in the past. Further, since the

data is not compromised by decryption during intermediate data transmission operations

the need for trusted data servers to transmit the data is also eliminated. In the present

invention the static key and the dynamic key are both used to decrypt the data, typically

on a client computer system.

20

Figure 1 illustrates the preferred embodiment of the present invention that

includes an encryption-decryption system 100 that also enables efficient static and

dynamic encryption of the data 103 without decryption during intermediate transmission

of the data 103. The encryption-decryption system 100 distributes encryption operations

25 between the data server 102 and the initiating computer system 101 and thereby

minimizes resources required for computer operations by each computer system. Since

static encryption requires significant computer resources the present embodiment

associates static encryption with a different computer system than the dynamic

encryption and therefore facilitates cost-effective distributed use of computer resources.

30
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The initiating computer system 101 creates compressed and encoded data 106 that

may be stored in computer-readable form on the data storage device 1 16. Compressing

eliminates redundancies in data information and encoding improves the data format. By

means of example, data 103 may be compressed and encoded in a format suitable for

5 transmission such as MPEG. It will be appreciated by those skilled in the art that the

Moving Picture Experts Group (MPEG) is a working group of the International

Organization for Standardization (ISO) and the International Electrotechnical

Commission (lEC) in charge of the development of standards for encoded representation

of digital data 103 representing audio and video information. The purpose of

10 compressing or encoding the digital data 103 is to reduce the size of the data 103 that is

stored or transmitted. Most compression and encoding operations are based on attributes

associated with data information such as color, motion, and shape.

The terms "data" and "digital data" will be used interchangeably herein and refer

15 to information that can be manipulated and stored on a computer system. Also the

present invention may operate on a single data element or on a data collection. The terms,

"data server" and "data server computer system" will be used interchangeably herein.

Further, the terms ''key" and "encryption key" will be used interchangeably herein.

20 The initiating computer system 101 also uses the static key 108 to create statically

encrypted data, typically by strong encryption, as shown in element 1 10. The encrypted

data 1 10 may also be stored on the data storage device 1 16.

The statically encrypted data 110 is transmitted to the data server 102 by any data

25 transmission device 1 17. The data server 102 then uses the dynamic key 1 12 to create

dynamically encrypted data, as shown in element 114. In the past, computer resources

available to the data server 102 for encryption and decryption were primarily used to

decrypt the data encrypted with the static key 108 prior to transmission of the

dynamically encrypted data 1 14 to the client computer system 150. The present

30 invention novelly eliminates the need for decryption during processing by the data server
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102 and therefore saves computer resources that may now be used to enable a more

robust, dynamic key 1 12 protection on a computer system-specific basis.

Typically the static key 108 is a global key since the data encrypted with the static

5 key 108 is available to many computer systems while the dynamic key 112 is unique to a

computer system such as the client computer system 150. It will be appreciated by those

skilled in the art that a computer system key protects information, typically by operating

as an initial value that is used during encrypting and decrypting transformations. For

example, given a secret initial value via a key the data 103 may be protected by

iO transformations that change plaintext into ciphertext. A cipher is a key-selected

transformation typically between plaintext and ciphertext. Plaintext refers to the original

message as it exists prior to encrypting transformations. Ciphertext refers to the

transformed information as it exists after the encrypting transformations. The

transformation operates on individual characters or bits of data 103 that are independent

15 of semantic content. Ciphertext may be stored or transmitted without exposing

information about the transformation operation and without compromising the protection

of the secret information.

Also by means of example, a block cipher transforms blocks of data 103 as

20 opposed to transforming a bit stream of data 1 03. A stream cipher employs a less

intensive transformation of a bit stream of data 103 and thereby uses less computer

system resources than a block cipher. The term "bit stream" is used herein to identify a

sequence of bits that are not limited to a fixed-size, such as a fixed-size block of bits.

The present invention may operate on block cipher transformations for static encryption

25 and stream cipher transformations for dynamic encryption transformations. It will be

appreciated by those skilled in the art that dynamic encryption transformations may be

performed with a string of encryption keys and are not limited to the use of one

encryption key. Further, according to the present invention static encryption is not

limited to block cipher transformations and dynamic encryption is not limited to stream

30 cipher transformations. Therefore, the present invention ensures strong protection of the

data from the initiating computer system transformation to decryption by the client
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computer system. Further, the preferred embodiment enables rapid change of the

statically encrypted data 1 10 by the dynamic key 112 via dynamic encryption

transformations.

5 The data 103 used and created on the data server 102 may be stored in computer-

readable media data storage 1 16. The dynamically encrypted data 114 is typically not

stored on permanent storage, such as computer disks. For example, the dynamically

encrypted data 1 14 may be stored in computer memory. Further, the dynamically

encrypted data 1 14 may be partitioned into chunks and each chunk may be processed

10 with the use of computer memory thereby eliminating storage during the operation of the

present invention. The data transmission packets 1 15 are also usually not stored on

permanent computer storage but are built as part of a transmission request. It will be

appreciated by those skilled in the art that data storage 1 16 may be computer memory,

computer disks, or another storage medium suitable for storing digital data 103.

15

The data server 102 transmits data transmission packets 1 15 to client computer

systems 150 by the data transmission device 1 17. A data transmission device 1 17 may

include a local area network (LAN), a wide area network (WAN), the Internet, a satellite

system, or any other device known now or that may be available in the future that

20 transmits digital data 103. It will be appreciated that the number of client computer

systems 150, data servers 102, or initiating computer systems 101 may be large and is not

limited to the example shown in Figure 1 . In order to facilitate tracing the data

transmission packets 1 15, the dynamic key 1 12 may contain identification information

associated with the data server 102, such as a digital signature or a watermark. Those

25 skilled in the art will understand the use of a digital signature in conjunction with

encryption. The client computer systems 1 50 may then decrypt the data by using both the

dynamic key 1 12 and the static key 108, as shown in element 152.

In the present embodiment examples of the computer system include the initiating

30 computer system 101 , the data server computer system 102, and the client computer

system 1 50. A computer system typically includes components such as a processor, a
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memory, data storage devices 1 1 6, an I/O adapter, a communications adapter, data

transmission devices 117, a user interface adapter, a keyboard, a mouse, a display

adapter, and a computer monitor. The computer system may be connected locally or

remotely to fixed or removable data storage devices 1 16 and data transmission devices

5 117. The initiating computer system 1 01 , the data server 1 02, and the client computer

system 150 also could be connected to other computer systems via the data transmission

devices 1 17. Those skilled in the art will recognize that any combination of the above

components, or any number of different components, peripherals, and other devices, may

be used with the initiating computer system 1 01 , the data server 1 02, and the client

10 computer system 150. Those skilled in the art will also recognize that the present

invention may be implemented on a single computer system rather than multiple

computer systems that are networked together.

The present invention is typically implemented using one or more computer

15 programs, each of which executes under the control of an operating system and causes

the initiating computer system 101, the data server 102, and the client computer system

150 to perform the desired functions as described herein. Thus, using the present

specification, the invention may be implemented as a machine, process, method, system,

or article of manufacture by using standard programming and engineering techniques to

20 produce software, firmware, hardware or any combination thereof.

Generally, the computer programs and operating systems are all tangibly

embodied in a computer-readable device or media, such as memory, data storage 1 1 6, or

data transmission devices 1 17, thereby making an article of manufacture, such as a

25 computer program product, according to the invention. As such, the terms "computer

program product" as used herein are intended to encompass a computer program

accessible from any computer readable device or media.

Moreover, the computer programs and operating systems are comprised of

30 instructions which, when read and executed by the initiating computer system 101 , the

data server 102, and the client computer system 150, cause the initiating computer system
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101 , the data server 102, and the client computer system 150 to perform the steps

necessary to implement and use the present invention. Under control of the operating

system, the computer programs may be loaded from the memory, data storage 1 1 6, or

data transmission devices 1 17 into the memories of the initiating computer system 101,

5 the data server 102, and the client computer system 150 for use during actual operations.

Those skilled in the art will recognize many modifications may be made to this

configuration without departing from the scope of the present invention.

It will be understood by those skilled in the relevant art that there are many

10 possible configurations of the components of the computer system and that some

components that may typically be included in the computer system are not shown.

Indeed, those skilled in the art will recognize that other alternative computer systems may

be used without departing from the scope of the present invention.

15 As shown in Figure 2 an alternate embodiment of the present invention includes

an alternate encryption-decryption system 200 that also enables efficient static and

dynamic encryption of the data 103. The alternate encryption-decryption system 200 also

eliminates decryption during intermediate transmission of the data 103. The initiating

computer system 101 transforms digital data 103 to encoded data 106 that may be stored

20 in computer-readable form on the data storage device 1 16. The transformations are

performed on the data server 102 (as shown in Figure 1 ) and therefore this embodiment

requires a trusted data server 202 to ensure the security of the static key 1 08 and the data

103. The phrase "trusted system" will be used herein to refer to a computer system that is

entrusted with protected data 103 or metadata, such as an encryption key. The trusted

25 system typically has a decryption key associated with the data 103 that was encrypted by

another computer system. While the alternate encryption-decryption system 200 requires

a trusted data server 202, there are still benefits of improved encryption and decryption

efficiency.

30 The data 103 is transmitted to the trusted data server 202 via the data transmission

device 1 17. The trusted data server 202 uses the static key 108 to create encrypted data
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typically by strong encryption, as shown in element 1 10. This operation typically

requires more computer resources than a weak encryption operation. The dynamic key

1 12 is used to create encrypted data, as shown in element 1 14. Static encryption operates

typically with a globally available key. The dynamically encrypted data 1 14 may be

5 weakly encrypted. By means of example, strongly encrypted data 103 may be

distinguished from weakly encrypted data 103 merely by the size of the encryption key,

the number of rounds performed by the block encryption cipher, or by the cipher itself.

More particularly, a stream cipher is considered weaker than a block cipher because

stream ciphers are not standardized and therefore have not received the same scrutiny as

10 block ciphers. Another distinguishing factor in the robustness of encryption is the length

of the key. A strong encryption key typically includes approximately one hundred

twenty-eight bits while a weak encryption key typically only includes up to forty bits. A

''bit" is typically the smallest unit of information in a computer system. The computer

resources required to transform the data 103 by use of a large encryption key may be

15 extensive and therefore operate slower than transformations that use a small encryption

key.

The data 103, the static key 108, and the dynamic key 1 12 may be stored on

computer-readable media trusted data storage 206. It will be appreciated that the trusted

20 data storage device 206 is necessary when the static key 108 is used by the trusted data

server 202. Further, the trusted data storage devices 206 may include computer memory.

The data transmission packets 1 15 may be delivered to the client computer system 150

via any data transmission device 1 17, such as a computer network. The client computer

system 1 50 decrypts the data 103 using the static key 108 and the dynamic key 1 12, as

25 shown in element 152.

Figure 3 illustrates yet another alternate embodiment of the present invention and

includes a second alternate encryption-decryption system 300 that enables efficient static

and dynamic encryption of the data 103 without decryption during intermediate

30 transmission of the data 103. In the second alternate encryption-decryption system 300

the initiating computer system 101 creates compressed and encoded data 106.
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After the data 103 is encoded, a static key 108 is used to create encrypted data

1 10 typically by strong encryption, A dynamic key 112 is used to create dynamically

encrypted data 114. In order to transmit the encrypted data 1 14, data transmission

5 packets 1 15 are created. It will be appreciated by those skilled in the art that the data

transmission packets 1 15 may be formatted for use by a computer network system or by

another data transmission device 1 17 used to transmit digital data 103. The data 103 may

be stored in a computer-readable format in data storage 1 1 6.

10 The data transmission packets 1 15 are then transmitted over a data transmission

device 117, such as a computer network system, to a data server computer system 102.

The data 103 may be stored in a data storage system 1 16 prior to further transmission. A

trusted data storage system 206 (as shown in Figure 2) may be required to protect the

dynamic key 1 12.

15

Typically the data server 102 will service a large number of client computer

systems, as illustrated in elements 320 and 326, It will be appreciated that elements 320

and 326 illustrate specific examples of the client computer system 150 (as shown in

Figure 1 ). For example, the first specific client computer system 320 decrypts the

20 dynamic key 1 12 with weak decryption via operations performed in software, as shown

in element 322. Decryption of the static key 108 is performed via hardware components

of the computer system, as shown in element 324.

It will be understood by those skilled in the art that decryption may be performed

25 via software or hardware. By means of example, the first specific client computer system

320 obtains data 103 that has been encrypted statically using a block cipher and

dynamically using a stream cipher. Stream ciphers are generally implemented in

software, whereas block ciphers may be implemented in hardware or software. The

dynamic key 1 12 is passed to the stream cipher and the static key 108 is passed to the

30 block cipher. The stream cipher uses the dynamic key 1 12 to decrypt the dynamically

encrypted data 1 14 , as shown in element 322. Then the operations progress, as shown
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in element 324, in which the block cipher uses the static key 108 to further decrypt the

statically encrypted data 110.

Element 326 illustrates an alternative example, a second specific client computer

5 system. A specification of the dynamic key 1 12, the static key 108, and the information

about the transformation requirements, such as the number of rounds used during

encryption, is obtained as shown in element 328. Then the decryption of both the static

key 108 and the dynamic key 1 12 is performed via hardware operations of the second

specific client computer system 326 as shown in element 330. For example, the static

10 encryption is performed by a block cipher, which operates by iterative operations called

"rounds." A round is typically a series of operations that are repeated and produce

encrypted or decrypted data 103. In general, increasing the number of rounds increases

the robustness of the encryption. The dynamic encryption may also be performed by a

series of block cipher rounds. A smaller number of rounds may be performed for

15 dynamic encryption than would be performed for static encryption to accelerate the

dynamic encryption operation.

By means of example. Figure 4 illustrates a content publisher system 402 that

practices the present invention. The digital data 103 created by a content publisher that

20 typically includes video or audio information may be encoded and encrypted by the

initiating computer system 101 . The encryption may be performed with a static key 108

and a dynamic key 1 12 (as are shown in Figure 1). The data 103 is therefore protected so

that it may be transmitted without fear of theft. The initiating computer system 101 may

transmit the data 103 in its encoded and encrypted state to an archive computer system

25 404 that may be used for intermediate storage or for search and retrieval purposes. The

data 1 03 then may be transmitted to a regional data server 406 that may represent a

business unit for purposes of distribution or management of the protected data 103. The

data 103 may then be transmitted to an edge node data server 408 that is located so that

communication with various client computer systems 150 is efficient. The edge node

30 data server 408 may add encryption to the data 1 03 typically by use of a dynamic key
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1 12. The client computer system 150 may decrypt the protected data 103 typically with a

user-specific encryption key.

It will be appreciated that the data 103 may be stored on a computer-readable

5 storage device 1 1 6, including computer memory, at any stage of the content publisher

system 400. However, the dynamic key 1 12 used by the edge node data server 408

typically is protected and therefore not located on permanent storage, such as a disk

storage device. The initiating computer system 101 , the archive computer system 404,

and the regional data server 406 may include multiple computer systems. Also, the data

10 transmission device 1 17 may be any form of network such as the Internet or a satellite

communication system.

Figure 5 illustrates the method of accelerated dynamic protection of data and, as

shown in element 500, embodies the present invention. As shown in element 501, the

15 process is started. Then, as shown in element 5 10 the data 103 (as shown in Figure 1) is

initialized upon invocation from element 502 or from element 504 and is described in

detail with reference to Figure 5A. As shown in element 502 the data 103 is encrypted

and is described in detail with reference to Figure 5B. As shown in element 504 the data

103 is decrypted and is described in detail with reference to Figure 5C.

20

Figure 5A illustrates the method of initialization and Figure 6 is a block diagram

that describes the elements used with reference to the method of initialization. Now

referring to Figure 5A, element 510 illustrates the detailed operation of initialization in

the present invention. Initialization can be invoked by either element 503 or element 505

25 and enables communication links and establishes elements typically by configuring the

initial value for the element. When element 505 invokes the data initialization method

510 in order to decrypt the data 103, the static key 108 is established, as shown in

element 520. The static key 108 is typically established prior to invocation from the

encryption method, as shown in element 503. As part of the method of initialization 510,

30 an input channel, "F," 608 is established and opened, as shown in element 51 1 so that the

data 103 that is encrypted or decrypted may be received for subsequent processing. The
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input channel, "F," 608 nnay be established subsequent to the operation of element 503 or

element 520. An output channel "N" 610 is established and opened, as shown in element

5 12 so that the data 103 that is encrypted or decrypted may be transmitted, stored, or

accessed. Elements 608 and 610 are described with reference to Figure 6 and elements

5 103 and 108 are described with reference to Figure 1

.

The data 103 that is established to enable transmission via the input channel, "F,''

608 and the output channel, "N," 610 includes: the dynamic key 1 12 as shown in

element 513, the static key as shown in element 520, the payload buffer size, "p" 606, as

10 shown in element 514, and the initial value for the state of the payload buffer, "s," 604 as

shown in element 515. The dynamic key 1 12 may be established via any existing

mechanism for securely distributing keys such as one used in the product sold under the

trademark Tivoli® SecureWay®. Elements 606 and 604 are described with reference to

Figure 6.

15

An example of the use of the state, ''s," 604 is ciphers that implement state

maintenance that is useful for encryption and decryption with keys. More particularly,

initialization of the value of the state, ''s," 604 is required for ciphers that implement state

maintenance. Consider plaintext, which contains multiple instances of a given value. If a

20 cipher were to consistently transform a given plaintext value into the same ciphertext

value, the encryption would be susceptible to context-based attacks. To address this

problem, a cipher may maintain a state, ''s," 604. This state, ''s," 604 is input to each set

of cipher operations and ensures the ciphertext for a given plaintext value is not always

the same value.

25

The implications of using a state, "s," 604 in the present invention follow.

First, the state, "s," 604 is initialized with a value. The initial state, "s," 604 may

be either mutually determined by the data server 102 and the client computer system 1 50

30 (as shown in Figure 1), or may be transmitted to the client computer system ] 50 from the

data server 102.
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Second, payload buffers, "B," 602 are presented during the data decryption

method 504 in the same order as they were presented during the data encryption method

502. The data decryption method 504 is described in detail with respect to Figure 5B and

5 the data encryption method 502 is described in detail with respect to Figure 5B.

Third, if an unreliable channel is used, the data decryption method 504 requires a

way to recover the state, ''s," 604 in order to decrypt the data 103 that follows the

transmission loss. That is, the data decryption method 504 includes state recoverability

10 information in the form of the state, ''s," 604. The method of saving the state, ''s,'' 604 is

described with reference to elements 525 and 527 in Figure 5B. The method of

extracting the state, "s," 604 is described with reference to element 568 in Figure 5C.

Fourth, if the static encryption requires maintenance of the state, "s," 604 to

15 enable decryption, either the transmission channel between the encrypting computer

system and the decrypting computer system should be reliable or the method of data

decryption 504 should enable recovery of the state, "s," 604. To enable recoverability,

the payload buffer size, "p,'' 606 is typically the size of the data 103 presented in a buffer

plus the size of the state, "s," 604 for encryption with a static key 108.

20

When initialization is complete the data is transmitted to either the encryption

method as shown in element 534 or to the decryption method as shown in element 532.

Figure 5B illustrates the method of encrypting the data 103. Specifically, element

25 502 illustrates the detailed operation of the present invention with respect to applying

encryption with the dynamic key 1 12 to the data 103 that has been previously encrypted

with the static key 108, as shown in element 114. Typically, this operation occurs on a

data server 102. The operation starts as shown in element 506 and, as shown in element

503, invokes the initialization method 510. Elements 102, 103, 108, 1 12, and 1 14 are

30 described with reference to Figure 1

.
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Once initialization 5)0 is complete, the operation of the data encryption method

502 continues in the encryption processing loop 520 until the statically encrypted data

110 (as shown in Figure 1) has been processed, as shown in element 521. While the

statically encrypted data 1 10 has not been processed, the payload buffer, ''B/' 602 is

5 filled with the statically encrypted data 1 10 retrieved via the input channel "F," 608 as

shown in element 522. The size of the statically encrypted data 1 10 is typically

equivalent to the payload buffer size "p" 606. Those skilled in the art will appreciate that

the buffer transmitted last may be smaller than the typical payload buffer, ''B," 602. The

payload buffer ''B," 602 is then encrypted using the dynamic key 1 12, as shown in

10 element 523. Elements 602, 606, and 608 are described with reference to Figure 6.

The present invention saves the state, "s," 604, in the encryption processing loop

520, thereby enabling recoverability of a lost payload buffer, "B," 602. Recoverability

via use of a state enables decryption to continue without re-transmitting a buffer if it is

15 lost. Therefore, the present invention transmits the saved state, "s," 604 to the client

computer system 150 (as shown in Figure 1). The purpose of including the saved state,

*'s,'' 604 in the same transmission as the encrypted payload buffer, ''B," 602 is to ensure

that decryption is successful even if an individual payload buffer, ''B," 602 is lost. Those

skilled in the art will appreciate that the saved state, "s," 604 is a value that represents the

20 state at the time immediately preceding the encryption of the payload buffer "B," 602. It

will be appreciated that the process of encrypting a buffer changes the state. When any

data element 103 within the payload buffer "B," 602 is corrupt the entire payload buffer

"B," 602 is considered corrupt. The output of encryption is the input for the decryption

operation. If the output channel, ''N," 610 is unreliable, as shown in element 524, the

25 state, "s," 602 is prepended to the payload buffer "B," 602 as shown in element 525. The

initial state, "s,'' 604 is saved during the operation of the initialization method 515 (as

shown in Figure 5A). As shown in element 526, the current state of the encrypted

payload buffer, "B," 602 is saved into the state, 604.

30 Alternately, in the case of existing stream and block ciphers, the state of the

payload buffer ''B" 602 may be encapsulated in the last portion of the encrypted payload
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buffer "B," 602. The location of the end of the pay load buffer, "B," 602 may be

determined by referencing the payload size "p," 606. Once this is complete, the payload

buffer, '*B," 602 may be transmitted to the output channel, ^'N," 610 as shown in element

527, either from element 526 or from element 524, More particularly, if the output

5 channel, ''N," 610 is unreliable processing proceeds to elements 525 and 526 before

processing element 527.

This process repeats by returning to the test of element 521 , until all of the

statically encrypted data 1 10 has been encrypted with the dynamic key 1 12. Once the

10 encryption is complete, the process terminates by closing the input channel, "F," 608 and

output channel, "N," 610 as shown in element 530, terminating processing, as shown in

element 53 1 , and stopping 533.

Figure 5C illustrates the method of decrypting the data 103 (as shown in Figure

15 1). More particularly, element 504 illustrates the detailed operation of the present

invention with respect to applying decryption with the static key 108 and the dynamic

key 1 12 to the data 103 thereby generating decrypted data 152. Typically, this operation

occurs on a client computer system 150. Elements 108, 1 12, 103, 150, and 152 are

described with reference to Figure 1 . The operation starts as shown in element 55 1. As

20 shown in element 505 the initialization method 510 (as shown in Figure 5A) is invoked.

Initialization is performed once for the data decryption method 502.

Once initialization is complete, the operation of the data decryption method 504

continues to the decryption processing loop 560. Therefore, while the data 103 has not

25 been decrypted, as shown in element 562, the payload buffer, "B," 602 is filled with

statically encrypted data 1 10 and dynamically encrypted data 1 14 that is retrieved via the

input channel, 'T,'' 608 as shown in element 564. The size of the retrieved data is

typically equivalent to the payload size, "p," 606. Elements 606 and 608 are described

with reference to Figure 6.

30
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The present invention detects if a payload buffer, "B," 602 was lost during

transmission over the input channel, " 608 by determining if the input channel,

610 is unreliable, as shown in element 566. It will be recognized by those skilled in the

art that the ability to detect the loss of a data transmission packet 115 (as shown in Figure

5 1) over an unreliable channel can be accomplished by techniques known in the art. For

example, data transmission packet 1 15 loss can be determined by including a sequence

number with each data transmission packet 1 15 and comparing sequence numbers of

successive data transmission packets 1 15 to assess transmission continuity. If the input

channel, "F," 608 is reliable, the operation moves directly to element 572. Alternately, if

10 the input channel, "F," 608 is an unreliable channel, as shown in element 566, the present

invention extracts the state, "s," 604 from the payload buffer, ''B,'* 602 as shown in

element 568.

Further, if there is a data transmission packet 1 15 loss, as shown in element 570,

15 the present invention uses the saved state, "s,'' 604 to recover the state of the encrypted

information, as shown in element 571. If there is no data transmission packet 1 15 loss,

the operation moves directly to element 572.

The next stage in the algorithm decrypts the payload buffer, "B," 602 as shown in

20 element 572. As illustrated in elements 320 and 326 (as shown in Figure 3) decryption

may occur entirely in hardware or through a combination of hardware and software

components. Those skilled in the art will appreciate that hardware components may

operate faster than software components but do not accommodate quick changes to the

operation method. Decryption is performed in the reverse order of the order of

25 encryption. That is, as shown in element 574, the payload buffer, "B," 602 is first

decrypted using the last-encrypted dynamic key 1 12. The present invention continues to

decrypt the payload buffer, *'B," 602 working with encryption keys in reverse order.

Then, as shown in element 576, the present invention uses the static key 108 to decrypt

the payload buffer, "B," 602. As shown in element 578, once the payload buffer, ''B,"

30 602 is decrypted, it is written to the output channel, 'T,'' 608.
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This process repeats, as shown in element 562, until the encrypted input has been

decrypted. Once the decryption is complete the process terminates, as shown in element

580, by closing the input channel, "N," 608 and output channel, "F," 610. Finally, the

processing is terminated, as shown in element 582,

5

Figure 6 is a block diagram that describes the elements used with reference to the

method of initialization (as shown in Figure 5A). Now referring to Figure 6, element 600

includes the initialization elements. The payload buffer, "B," 602 is a collection of data

elements that is transmitted between computer systems. Information useful in

10 transforming and storing the data 103 (as shown in Figure 1), such as metadata, may be

extracted prior to encrypting and decrypting the data 103. For example the state, *'s,"

604 is required if the data 103 is transmitted over an unreliable channel.

Also, the size of the payload buffer, "p," 606 is used to facilitate manipulation of

15 the payload buffer, ''B," 602. The size of the payload buffer, "p," 606 represents the size

of the data 103 that will be encrypted or decrypted, and may be established by an

administrator of the data server 102 (as shown in Figure 1 ), or may be related to the type

of output channel that is available. For example, when the output channel is an Internet

Protocol Socket operating over an Ethernet connection, an efficient size for the payload

20 buffer, '*p," 606 is the size that can be transported in a single Ethernet data transmission

packet 1 15 (as shown in Figure 1). Those skilled in the art will appreciate the operation

of an Internet Protocol Socket and the Ethernet.

The input channel, 'T," 608 is established as part of the method of initiahzation

25 510. The input channel, "F," 608 enables receipt of encrypted or decrypted information.

The output channel, "N," 610 is also established as part of the method of initialization

510. The output channel, "N," 610 enables transmission of encrypted or decrypted

information. It will be appreciated by those skilled in the art that an input channel and an

output channel may be a digital data file that represents the encrypted data 103, a data

30 transmission device 1 17 (as shown in Figure 1), or any other device suitable for

transmitting encrypted information between computer systems.
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This concludes the description of the invention. The following describes some

alternative embodiments for accomplishing the present invention. For example, any type

of computer system such as a mainframe, minicomputer, or personal computer, or

5 computer configuration such as a timesharing mainframe, LAN, or standalone personal

computer could be used with the present invention.

The foregoing description of the invention has been presented for the purposes of

illustration and description. It is not intended to be exhaustive or to limit the invention to

10 the precise form disclosed. Many modifications and variations are possible in light of the

above teaching. It is intended that the scope of the invention be limited not by this

detailed description, but by the claims appended hereto.

From the foregoing it will be appreciated that the present invention novel ly

15 accelerates encryption and decryption of a data element using both a static key and a

dynamic key by eliminating decryption of the data prior to encryption with the dynamic

key. The present invention enables end-to-end security and rapid alteration of the

encryption key. By operating more efficiently, the present invention may apply the saved

computer resources to enabling stronger dynamic encryption than in the past. Further,

20 the need for trusted data servers to transmit the data is also eliminated.

Trademarks

IBM is a trademark or registered trademark of International Business machines,

25 Corporation in the United States and other countries.

Tivoli is a trademark or registered trademark in the United States and other

countries. Tivoli Systems Inc. is an IBM company.

Tivoli® SecureWay® is a trademark or registered trademark of Tivoli Systems

Inc.

30 MPEG is a trademark or registered trademark of Philips Electronics N.V.
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